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Scaling of SSL/TLS Visibility to 100G
 

Need: 
• Visibility into SSL encrypted 

traffic on large high speed links 

Solution: 
• Corsa NSE7200 as a Layer 2 

transparent security services 
load balancer 

Benefits: 
• Symmetrical load balancing of 

bidirectional traffic between up 
to 128 instances of in-line 
appliances 

• Enable horizontal scaling of SSL 
decryption appliances on 10G, 
multiple-10G and 100G links 

• Full bandwidth and all ports 
available right from time of 
purchase 

• Scale out to virtual and/or 
physical decryption and 
inspection appliances 

• Flow symmetry to ensure both 
directions of the flow always go 
to the same appliance 

• Seamlessly add decryption 
appliances into the same 
topology when needed 

• Deploy into existing network 
without having to add VLANs, 
IP addresses or making routing 
changes 

• Simple 4 step configuration in 
under 10 minutes 

The Challenge 
Decrypting SSL/TLS traffic on large high-speed links has been 
considered unachievable.  Historically the most common strategy to 
scale network security has been vertical scaling of devices, i.e. 
buying ever larger devices.  For SSL/TLS traffic visibility this 
approach doesn’t work as even the largest security devices face an 
unacceptable performance degradation when trying to decrypt SSL 
traffic in order to inspect it.   
 
As a result, most organizations simply leave encrypted traffic 
uninspected.  However encrypted traffic now represents the 
majority of traffic on any link, and the expectation is that in the 
near future close to 100% of network traffic will be encrypted.   
 
As Enterprises step up their use of encryption to protect 
themselves, advanced persistent threats and malicious content 
being delivered over SSL/TLS is increasing rapidly.  Leaving 
encrypted traffic uninspected is no longer a viable option and 
decryption and inspection should be a component of every 
Enterprise network security operation. 

The Solution 
With its SmartWire technology, Corsa NSE7200 provides a simple 
way to scale SSL/TLS decryption infrastructure horizontally, i.e. by 
splitting work between more devices, so you can inspect 100% of 
your traffic.  This is really the only feasible approach, since SSL/TLS 
decryption is processed more efficiently with a greater number of 
decryption processors sharing the load, rather than with a single 
larger device.  
 

Symmetry is the Key 
In order to perform SSL decryption, both directions of any flow 
always need to pass through the same decryption device.  Corsa’s 
load balancing technology with member synchronization ensures 
that this happens, including automatic re-balancing if a link failure 
is detected.  As devices are added and removed, each side of the 
conversation is always directed to the same physical or virtual 
appliance.   
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SSL/TLS Scale When and Where Needed  
NSE7200 supports 10G, multiple-10G and 100G 
interfaces in our SmartWire technology.  All of these 
ports and the full bandwidth of the appliance are 
available for use right from the time of purchase. 
 
For instance, you can start building out your SSL/TLS 
visibility infrastructure on one or two North-South 10G 
links.  As your network traffic grows, you can add 
more 10G links between the upstream and 
downstream routers, without having to change 
topology and without needing to purchase more 
bandwidth or more ports on the NSE7200. 
 
Independently of the North-South path upgrades, you 
can keep adding more SSL/TLS Visibility appliances as 
needed to scale the inspection capabilities.   
 
Scaled for future growth, when it makes sense, you 
can even upgrade to 100G interfaces on your routers, 
without having to fork lift your SSL/TLS Visibility 
infrastructure. 
 
Path to Virtualized Infrastructure 
Even with horizontal scalability SSL/TLS decryption still 
requires purpose built hardware appliances to be able 
to handle traffic volumes in modern networks.  
However, with the growing advantages of virtualized 
infrastructure and the cloud, customers are 
increasingly looking at ways to move network security 
into virtual appliances.   
 
Corsa NSE7200 provides a simple way to add virtual 
appliances running on general purpose server 
hardware into the same network path as physical 
appliances.  You can add logical sub-interfaces 
corresponding to each virtual appliance to the same 
load balance groups that already contain physical 
interfaces.  Everything continues to behave the same 
way with flow symmetry guaranteed in both directions. 
 
 
 

 
 
 
 
 
 
 

Easier to Deploy than Any Other 
Network Appliance 
Let’s walk through an example.  The operator has 
installed the Corsa NSE7200 in-line at the perimeter 
between North and South routers.   
No change to routing or additional VLAN or IP address 
configuration is required.   
 

1. Create a wire by configuring A-side port and Z-
side port corresponding to the North and South 
router connections.  Traffic is now flowing 
bidirectionally A-Z through the wire’s fast path. 
No need to enable or configure anything else 
to get traffic flowing.  

2. Create a two-armed alternate path1 for the 
service chain that will contain the SSL 
decryption appliances.  

3. Attach member ports to path1 and connect 
each path member to an individual SSL 
decryption appliance.  

4. Configure path1 to be the default path on the 
wire.  Traffic is now being load balanced 
through all members on the path and all 
instances of SSL decryption appliances. 

Expanding your Network Security 
Capability 
NSE7200 starts as a simplified, economical software-
programmable load balancer for high capacity SSL/TLS 
visibility.  But there is much more to this appliance, 
available and already included in your purchase to 
serve your future needs. 

Visibility Tailored to Security 
• Unsampled NetFlow/IPFIX export with 1M 

flows/sec export rate to multiple collectors for 
advanced analytics 

• Tunable traffic copying from individual flows up to 
100% of traffic 

Real-time Traffic Enforcement 
• Real-time traffic enforcement for firewall offload 

and high speed policy enforcement for the 
Software Defined Security Perimeter  

Symmetric Load Balancing 
• Load Balancing to other L2 software or hardware 

services to amplify these implementations to 
support higher bandwidth throughput 
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